
3 Security Issues that Put Your Business at Risk! 

Everybody has a weakness; Superman has Kryptonite, the Wick-
ed Witch of the West had water, and the Death Star had a wom-
prat-sized exhaust port. Character weaknesses make for solid 
storylines because they drive conflict. Your company has its own 
set of vulnerabilities that you may not know about, and unlike 
stories, conflict in business is not a good thing. Here are a few of 
the lesser known IT weaknesses, and what you can do to resolve 
them. 
 
Weak Wi-Fi Security 

If your Wi-Fi is using WEP protocol, it's pretty much like locking your front gate with a twist 
tie. WEP security will only stop the honest people from logging in, surfing the internet, and 
using your bandwidth. However, if someone is going to be malevolent and they have a little 
know-how, then decoding your WEP security will be a quick and easy exercise. In fact, all it 
takes is a decent laptop with some free software to crack your WEP security in just a few 
minutes. 
 
The solution is to at least have your router set up with the WPA security protocol. WPA is 
not perfect, but it is much more secure. Another Wi-Fi security measure that you can take is 
to ensure that all the other pieces of your network security are in place, this will help to pre-
vent unauthorized access from nearby network snoopers. 
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Goal Setting Tips 
From Jerry Seinfeld 
The Seinfeld Produc-
tivity Calendar is a 
simple way to coax 
you into accomplish-

ing your goals in a very primal, if 
not OCD, kind of way. It's named 
after its creator, Jerry Seinfeld, who 
is known for much bigger things. 
Jerry Seinfeld is not only a sophisti-
cated actor/comedian, but he also 
has a very interesting way ... 

monthlyMonitor 

Every enterprise, whether it is a successful one or not, has to 
deal with its fair share of adversity. One of the most rampant 
difficulties a business is forced to deal with is the necessary abil-
ity to secure prompt payment for the goods and services it pro-
vides its customers. For small and medium-sized businesses, or 
even one-man bands, they likely do not have the deep pockets 
many larger organizations have. Not being able to timely collect 
income can make sustaining business operations all but impossi-
ble. With remote payment applications that are now available 

for mobile devices, collecting crucial revenue at a mobile point-of-sale is making collecting 
that is money easier. 
 
For most people, using credit and debit cards is the simplest and most convenient form of 
payment that is available. There are dozens of mobile credit card readers now available. No 
matter which reader you select to use, the ability to collect payment on the spot is great for 
businesses that specialize in performing a service or services that require their staff to go 
into the field. 
 
Four of most popular models of mobile credit card readers are Square, Pay Anywhere, Intuit 
GoPayment, and PayPal Here. Each of these readers work with Mastercard, Visa, American 
Express, and Discover cards; but which of these readers have the options and affordability to 
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Read the rest online! 
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Power Outage Protection with UPS 

ware; instead, slower PC performance 
stems from software updates and adding 
large applications that drains more of 
your computer's power. 
 
NASA's two Voyager probes can provide 
us with a great example of the lasting 
power of computer hardware. These 
exploratory probes were launched in 
1977 to study the planetary systems of 
Jupiter and Saturn. Upon successfully 
completing the mission to study the 
planets and moons in our solar system, 
NASA was then able to guide the Voyag-
er probes beyond our system with sever-
al of the scientific instruments still in-
tact. In 2013, with instruments still 
beaming back data to Earth, Voyager 1 is 
pushing ever closer to leaving the … 

 
 
 
 

We understand 
your desire to 
upgrade to a 
new computer, 
using the latest 
technology has 
its advantages. 
Although, up-

grading because your old PC has "worn 
out" may be an inaccurate assessment. 
There are many reasons why a comput-
er's performance slows down, but it is 
doubtful that hardware deterioration is a 
cause. This is because PC hardware is 
built to last. 
 
It is easy to see where the idea that PC 
components will wear out over time 
comes from. Computers are machines, 
another machine that we use all the 
time is our vehicles, and almost every 
part in our cars is destined to wear out 
after enough use, but computers are 

different. Whereas most machines like 
cars are made up of several moving 
parts that will literally wear down due to 
friction, computer hardware includes 
few moving parts. Most components are 
used to relay electrical signals, this is 
why electronics can last a long time and 
why you see more old microwaves in use 
than you do old cars. 
 
Computer hardware components that 
relay electrical signals do not wear out 
with use. This is like saying an old exten-
sion cord has worn out because it has 
been overused. You may even have elec-
trical wiring in your house that is older 
than you are, but it is still functioning; 
and, if one day you noticed a decrease in 
power, you would replace the outdated 
fuse box before tearing into your walls 
and stripping out the old wiring. The 
main reason that computers gradually 
lose performance is not due to old hard-

Your Computer Hardware is Built to Last 

A UPS is different than a backup genera-
tor, but it does function similarly by 
providing power in the event of an out-
age with a maximum switchover time of 
25 milliseconds. When power goes 
down, the UPS is able to provide energy 
from its built in battery or flywheel. The 
amount of time that a UPS can provide 
power also varies with different models 
and the size of the battery. 
 
The average UPS can only provide a few 
minutes' worth of power; this is enough 
time to keep equipment running while 
backup generators are hooked up. In 
fact, the UPS and backup generator com-
bination is the standard setup for data 
centers, which are large warehouses full 
of thousands of servers built to keep 
data safe. Many data centers are de-
signed so that every server has its own 
UPS. This extra expense is worth it to be 
able to make the guarantee that nothing 
will happen to a customer's valuable 

(Continued on page 4) 

One shocking IT 
scenario that 
we regularly 
encounter is 
expensive com-
puter hardware 
plugged into 
inexpensive 
power strips. 

Power strips are adequate if you need a 
few extra outlets for your kitchen appli-
ances, but if you want to protect the 
computer hardware that is mission criti-
cal to your business, like servers and NAS 
devices, then you will need a solution 
that is more powerful. 
 
Making electricity flow consistently is 
difficult. Think of the electricity inside an 
energy orb that you might have touched 
while at a science museum, the move-
ment of electricity from the center of 
the orb to your fingertip looks like a 
wave. Electricity that is delivered 
through your power lines is channeled 

much more efficiently than an energy 
orb, but it can still ebb and flow like a 
wave. 
 
These power fluctuations can cause 
damage to electronic devices, especially 
computers. Normal power fluctuations 
may not immediately disable your de-
vice, but it will wear it down and de-
crease the device's lifespan. This is the 
nature of waves; the fluctuations of elec-
tricity will slowly wear down a device in 
the same way that ocean waves will 
smooth out a rock at the beach. 
 
The best protection for your IT infra-
structure from the waves of electricity, 
and even straight up power outages, is 
an Uninterrupted Power Supply (UPS). 
There are many different UPS models on 
the market. A small UPS will protect a 
single computer and a monitor. The 
world's largest UPS is 46-megawatts and 
protects the entire city of Fairbanks, 
Alaska from power outages. 

Read the Rest Online! 
http://bit.ly/YMlYEh 

If you tried to read every document on the web, then for each day's effort you would be a 

year further behind in your goal. - Anonymous  
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reader and you can download the corre-
sponding app from the app store that is 
supported on your device. Intuit GoPay-
ment has two options: The first option is 
that you can pay 2.75% per swipe trans-
actions and 3.75% for keyed transactions 
with no attached fees. The other option 
allows users to pay a small fee of $12.95 
per month to get a free structure of 
1.75% for card-swipes and 2.75% when 
you key in a customer's information. The 
later option lends itself to people that 
process a lot of credit card transactions. 
The reader itself is sturdy and fits snug 
against the top of the mobile device you 
are using. 
 
PayPal Here 
The PayPal Here Card reader, like the 
other three described in this article, is 
free to sign up for and plugs into … 
the microphone jack of your mobile de-
vice in order for individuals to accept 
credit card transactions. Unlike … 

Pay Anywhere 
Like the Square, the Pay Anywhere card 
reader is available free and has no bind-
ing setup or monthly fees. Powered by 
North American Bancard, Pay Any-
where's traditional reader is larger and 
fits snugly on the top of compatible de-
vices that run iOS and Android operating 
systems (OS). There are alternate reader 
designs available so you can find a setup 
that works best for your particular busi-
ness endeavor. Users pay a slightly lower 
2.69% transaction fee for swiped entries 
and 3.49% plus 19¢ for non-swipe trans-
actions. With Pay Anywhere's aestheti-
cally pleasing and professional looking 
user interface and low rates it is a nice 
option for any individual or business that 
wants to process credit cards. 
 
Intuit GoPayment 
GoPayment from Intuit, the company 
that brings you the hugely-popular Tur-
boTax®, now allows individuals to pro-
cess credit cards. Like the other options 
discussed here, when you sign up for 
GoPayment, Intuit will send you a free 

offer the maximum performance for 
your mobile business needs? 
 
Square 
Created by one of the co-founders of 
Twitter, Jack Dorsey, Square is the small-
est option available at around the size of 
a book of matches. The Square adapter 
plugs directly into the audio jack of any 
iOS or Android-run smartphone or tablet 
and in conjunction with their free down-
loadable "Register" app that's available 
on the device's requisite app store, it 
becomes fully functional in a matter of 
moments. The secure device syncs with 
your bank account for quick and easy 
accessibility of incoming revenue. With 
an easy-to-understand fee structure 
where there are no upfront or monthly 
fees, users pay just 2.75% on every 
swipe transaction and 3.5% plus 15¢ on 
every non-swipe transaction. Simplicity 
makes the Square credit card reader a 
quick and easy solution to securing pay-
ment from your customers. 
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Read the rest online! 
http://bit.ly/WaXM23 

potential to drive more and more people 
to start using Windows 8. This would be 
a boost for Microsoft because Windows 
8 has also had a slower-than-expected 
adoption since its release. 
 
The only real downsides to the new Sur-
face Pro are the shorter 4-5 hour battery 
life and the fact that it only has a single 
USB port. It isn’t cheap, you could defi-
nitely buy a more powerful laptop or a 
vastly more capable desktop for the 
same money, however, you can’t fit ei-
ther of these devices into a manila enve-
lope. 
One last cool feature to point out is the 
Type Cover; this is an impossibly thin 
keyboard that attaches magnetically… 

laptop or desktop, and it can run all the 
same software as a PC, like Microsoft 
Office and Photoshop. The Surface Pro is 
a 10 inch tablet that can REALLY get 
some work done. 
 
The performance of the Surface Pro is on 
par to many of the über-thin ultrabooks 
that are on the market today, yet the 
Surface Pro is more portable. The 1.7 
GHz Intel Core i5 processor and 4GB of 
Ram make this the beefiest tablet on the 
market. It’s not as powerful as standard 
laptops and desktop PCs in the same 
price range, but you pay extra for ultra-
mobility, style, and a very unique form 
factor that impresses. 
 
While last fall’s Surface RT tablet didn’t 
quite make as big of a splash as Mi-
crosoft intended, the Surface Pro has the 

Until now, most 
tablets on the 
market only 
supported mo-
bile operating 
systems, such 
as the Apple 
iPad or the 
Google Nexus 

10. Even the Microsoft Surface tablet, 
released just a few months ago, uses a 
limited mobile version of Windows 8. In 
other words, while these devices have 
loads of great features and capabilities, 
it’s not the same experience that you get 
from a laptop. The Surface Pro is the 
new exception. 
 
Microsoft’s Surface Pro is equipped with 
the full version of Windows 8. It’s the 
same operating system you’d use on a 

Microsoft’s Surface Pro – a Full PC Experience in a Tablet 

Read the Rest Online! 
http://bit.ly/15bC4eO 



the Hacker Alliance would 
love to exploit. 
 
The solution to this vulnera-
bility is to keep your software 
up-to-date. Most applications 
allow you to check a box in 
the settings that will allow the 
software to automatically 
check for updates, be sure 
that you do this. If you aren't 
sure if the apps that you use 
on a regular basis are running 
the latest version, then you 
can check the software manu-
facturer's website, or just 
reach out to Pendello Solu-
tions at 913-677-6744 and 
have us do a deep investiga-
tion on your workstations and 
network. 

Your Passwords Aren't Strong 
Enough 
These days, strong password 
security means having more 
protection than just a strong 
password. If you use the same 
password on every account, 
then you are at risk. If one 
website gets hacked and your 
credentials were stolen, and 
you use those same creden-
tials on other sensitive ac-
counts, then all of you other 
accounts are now at a major 
risk. 
 
The best practice for pass-
word security is to not reuse 
passwords. Instead, take ad-
vantage of password manage-
ment tools like KeePass, 
LastPass, and RoboForm. 
These tools will let you se-

(Continued from page 1) curely store and manage your 
accounts and even generate 
complex and secure pass-
words. Every few months, it is 
also a smart idea to freshen 
up your passwords by cycling 
out your old passwords for 
new ones. 
 
Your Software is Generously 
Sharing your Data 
It's likely that you use a lot of 
different applications on your 
workstation and visit a variety 
of websites. It is important to 
keep all of your programs up-
to-date. It is also important to 
remember that Windows Up-
dates only covers Microsoft 
software and not third party 
applications. Out-of-date soft-
ware can potentially be the 
exhaust port to your PC Death 
Star; this is one weakness that 
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Computer Trivia 

 

Twitter views Facebook 

as an enemy, while they 

consider Apple to be 

Share this Article! 
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information. 
Another electricity risk that 
your office will face is a 
straight up power surge from 
a lightning strike. Lighting can 
be very damaging. A single 
lightning bolt contains several 
hundred million volts of elec-
tricity. Anybody who thinks a 
cheaply made power strip will 
be able to stand up to the 
mighty Zeus, god of the sky 

(Continued from page 2) 

Power Outage Protection with UPS 

and ruler of the Olympian 
gods, is only kidding them-
selves. In ancient Greek my-
thology, Zeus is described as 
eating bowls of power strips 
for breakfast. 
 
Lightning strikes can cause 
serious damage to your prop-
erty, but at least burnt out 
power lines can be replaced. 
If your company's servers are 
hit by lightning, and all of the 

data stored on the unfortu-
nate server was not backed 
up, then your data will be 
gone forever. Insurance will 
cover the cost of buying a 
new server, but no amount of 
money will be able to buy 
back the lost data you need to 
run your business. 
 
Your best protection against a 

Read the Rest Online! 
http://bit.ly/1336xNJ 


